[Tpunoxenue 2
K 00s13aTepHON HH(pOpMaLUn
JUIs pa3MeIeHHs Ha caiTe

NHO®OPMALIMOHHASA ITAMATKA
JJIA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA OOUIINAJBHBIX HHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OOJbIIEe, a
IIKOJbHUKM OJIHM W3 CaMbIX aKTUBHBIX MOJib3oBaTesneil PyHeta. Mexny Tew,
MOMUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMEI.
OTa nmamsTKa 10 KHA TOMOYb Tebe 0€30macHO HAXOUTHCS B CETH.

KomnwroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIIBHOW OCOOCHHOCTHIO KOTOPOU SIBJIIETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B ngonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIM MOJHOCTHIO YHUYTOXKHUTH
Bce (haiiyibl ¥ JaHHBIC, TTOJAKOHTPOJIBHBIC MOJIb30BATE0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apa)KeHHasi NporpaMma, a TakKe MNOBPEAUTh WIM JaX€ YHUUYTOXKHUTh
OTICPAIIMOHHYI0 CHUCTEMY CcO BceMmH (paiimamu B 1ieioM. B GosbIIMHCTBE CiiydaeB
PacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

Metozs! 3a1UThI OT BPEJOHOCHBIX ITPOTPaMM:

. Hcrons3yldi COBpPEMEHHBIE OINEPALUOHHBIE CHCTEMBI, HMEIOIIUE
CEPBE3HBI YPOBEHD 3aIIUTHI OT BPEJOHOCHBIX MPOrPaAMM;

2. TloctrosiHHO ycTaHaBnuBail mnayTh (UU(pPOBBIE 3aruIaTKH, KOTOpPbHIE
ABTOMATHUYECKH YCTAHABIMUBAIOTCS C 1EIbIO JOPAOOTKH MPOrpaMMbl) U ApPyTHE
OOHOBJICHHSI CBOEH omepanMoHHOW cucTteMmbl. CkauumBaii WX TOJBKO C
opunpampHoro caira paspadorumka OC. Ecim  cymecTtByeTr — pexXuMm
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpE MOJI TpaBaMU TOJb30BaTEIsA, a HE
aIMUHUCTPATOpa. ITO HE TMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCSI HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHUPYCHBIE TIPOrpaMMHBIE TMPOAYKTHI HM3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub HU3NIECKUIN JOCTYI K KOMITBIOTEPY JJI IOCTOPOHHUX JIHUIL;

6. Vcnonp3yit BHEIIHNE HOCUTENN WHGOpMAINH, TaKue Kak (Quielika, AUCK
niM (aiin U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHHUKOB,;

7. He oTkpwIBaii KOMMBIOTEPHBIC (HaliIbl, MOJYYCHHBIE W3 HEHAICKHBIX
ucTouHUKOB. Jlaxke Te ailybl, KOTOpBIE MPUCTA TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPAaBJIsyI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BuI nepefadn JaHHBIX, HE TEXHOJIOTHUs, a BCETO JIMIIb OpeHI,
Mapka. Eme B 1991 rogy HuuepnaHjckass KOMIIAHHUSI 3aperucTpupoBaia OpeH
"WECA", uyto o6o3Hauano cnoBocouetanue "Wireless Fidelity", xoTopsiii
MepEeBOUTCA Kak "OecrpoBOAHAs TOYHOCTh".



Jlo Hailero BpeMeHH Jioluia apyras abopeBuatypa, KoTopas sIBISIETCS TaKOH
ke TexHojiorueu. Jto abOpematypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha CTaHAapT BbIclIed 3BykoBoMl TexHuku Hi-Fi, uro B mnepeBoae
03Ha4aer ""BbICOKas TOYHOCTH'.

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U a’dpornopTax sBISIETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HOo MHOTHe SKCHepThl CUMTAIOT,
yTo obmeaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThlI 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYMHBIX ceTsiXx Wi-fi:

1. He nepenasaii cBoro TUUHYI0 HH(MOPMALIHIO Yepe3 oomenoctymnabie Wi-Fi
cetu. PabGoTtas B HUX, JKellaTeJbHO HE BBOJAUTH MAPOJIU JOCTYIIA, JOTUHBI U KaKue-
TO HOMEDA;

2. Vcnonb3yilt 1 OOHOBIIAN aHTUBUPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30macuIb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Tlpu wucnone3oBanuu Wi-Fi otrkiroun ¢ynkuuto "OOmmid 10CTynm K
daiinam u npuntepam". JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHUIO, OJIHAKO
HEKOTOPBIC TOJIb30BATENIU aKTUBUPYIOT €€ ISl yA00CTBa UCIIOIB30BaHUs B paboTe
i yueoe;

4. He wucnone3yét nyonuunbii WI-FI nns mepenmaum nWYHBIX JaHHBIX,
HaAIpUMep IS BBIXOJIa B COLUANIBHBIC CETH WJIM B DJICKTPOHHYIO TIOUTY;

5. Ucnonp3y# ToJIbKO 3amuineHHoe coenunenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOuiapHOM Tenedone otkaoun ¢yHkiuoo "Tloakmouenne k Wi-Fi
apromarnuecku". He momyckail aBTOMaTHYECKOTO MOAKIIOUYEHUS YCTPOMCTBA K
cersim Wi-Fi Ge3 TBoero cornacus.

CouunanbHbIE CETH

ConuanbHble CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIFOAN Pa0OTArOT
M )KUBYT TaM IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuUIMap;] 4eI0BeK,
YTO SABJISETCS OJTHOM CEIbMOM BCEX JKUTEIEH IUIaHeThl. MHOTHE II0JIL30BATEIN HE
NOHUMAIOT, YTO MH(OpMAaIUs, pa3MelIeHHas UMHU B COLMAJIBHBIX CETAX, MOXKET
ObITh HalJIEHA W WUCIOJIb30BaHa KEM YTrOJHO, B TOM YHCJIE HE 0053aTEeNbHO C
OJlaruMu HaMepEHHUSIMHU.

OCHOBHBIE COBETBI 110 OE30MaCHOCTH B COLIMATBHBIX CETAX:

1. Orpanuyp crnmcok Jpy3ei. Y TeOs B JApPy3biIX HE JODKHO OBITH
CIIy4ailHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammimai CBOIO YacTHYIO >ku3Hb. He ykaswiBail maponu, TenegoHSI,
aapeca, JaTy TBOErO POXIEHUA © JPYryl0 JHUYHYI0  HH(POPMAIHUIO.
370YMBITINICHHUKU MOTYT UCIOJIb30BaTh Jake MHPOPMAIIHIO O TOM, KaK Thl U TBOU
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIbL;

3. Bamuimai CBOIO pEIyTalMio - JCPKH €€ B YUCTOTE M 3aJaBail cebe
BOIIPOC: XOTeJI ObI ThI, YTOOBI APYTUe MOJIb30BATEIN BUIEIIH, YTO Thl 3arpy>Kaeib?
[Tomymaii, mpesxie 4em 9To-TO OMyOIMKOBATh, HAMTUCATh U 3aTrPY3HUTh;

4. Ecny Tl TOBOPHILB C JIKOJbMH, KOTOPBIX HE 3HACUIb, HE MCIOJIb3YH CBOE
peansbHOE UMSI U APYTYIO JUYHYI0 UHGOpPMALUU: UMS, MECTO KUTEIbCTBA, MECTO
yueObl U Mpouee;

5. N36erait pasmemienust pororpaduit B MaTepHere, rue Tol n300pa’keH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OMPEAEIUTh TBOE MECTOIOIO0KEHHUE;



6. Ilpu peructpanuu B COIMAIBHOM CETH HEOOXOIMMO HCHIOJb30BAThH
CJIOXHBIE TAPOJIH, COCTOSIIINE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns conumanbHOM ceTH, MOYTBL M JAPYTUX CAWTOB HEOOXOIUMO
MCII0JIb30BaTh pa3Hble nmapoyu. Toraa ecau Te0s B3IOMAIOT, TO 3JI0YMbBIIUIEHHUKA
MOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, & HE BO BCE CpPa3y.

DIIEKTPOHHBIE ICHBI'U

DNEeKTpOHHbIE JEHBIM - 3TO OYEHb YAOOHBIM crmoco0d miaTexeil, OJHaKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JAECHBIU.

DIIEKTPOHHBIE JICHBI'U MOABWINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYJIapCTBax JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (YHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
WX pa3JesaioT Ha HECKOJbKO BUJOB - AHOHMMHBIC W HE aHOHUMHbIE. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOJIUTH omneparuu 0e3
UCHTU(DUKAIIUY TI0JTb30BATEIIsI, @ B HCAHOHUMHBIX HJACHTU(UKAIIUS TT0JIH30BATEIIS
SIBJISIETCSL 00513aTEIHLHOM.

Taxke crnemyeT pa3iaudaTh OJJIEKTPOHHBIE (UATHBIC JIGHBIU (PaBHBI
TrOCYJapCTBCHHBIM BajlOTaM) W SJIEKTPOHHbIE HedHaTHBIC JCHBIM (HE PaBHBI
rOCy/IapCTBEHHBIM BAIKOTAM ).

OcHOBHBIE COBETHI O 0€30MaCHOI paboTe C AJIECKTPOHHBIMU JACHbIAMH:

1. TlpuBsixu Kk cdery MoOOWUIBHBIM TenedoH. DTo caMblii yIOOHBIN U
OBICTPBIA CcTOCOO BOCCTAHOBHUTH JOCTYN K cueTy. [IpuBsi3aHHBIN TenedoH
MIOMOYET, €ciiM 3a0yJenlb CBOW IJIATEKHBIA MapoJib WK 3aiiielllb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yii opHopa3oBeie maponu. I[locime mnepexona Ha YCHUIIEHHYIO
aBTopu3aluio Tebe yxke He OyneT yrpoxaTh OMACHOCTh KPaKU WIM TepexBaTta
IJ1aTEKHOTO MapoJIs;

3. BeiOepu cioxubplli maposb. [IpecTynmHukam OyaeT HE MPOCTO yrajaarh
CJIOKHBIN napoib. HanexxHbie mapoid - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB M BKJIOYAIOT B Ce€0S CTPOYHBIE M MPOIMHUCHBIE OYKBBI, HUGPHI U
HECKOJIbKO CUMBOJIOB, TaKHE KaK 3HaK JoJiapa, GyHTa, BOCKIUIATEIbHBIN 3HAK U
T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOY JTMYHBIE JaHHBIE HA CAaTaX, KOTOPHIM HE JIOBEPSEILb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTABIsIEMbIE €10 YCIYTH IO
MEPECHIIKE U TOTYUYEHUIO AIEKTPOHHBIX COOOIIECHUH, KOTOPhIE PaCTIPEICIISIIOTCS B
KOMIBbIOTEpHOH ceTh. OOBIYHO JJICKTPOHHBIH TIOYTOBBIM SIIUK BBITJISIAT
CIeIyIONM 00pa3oM: UMSI_TTOJIh30BaTEsI(@WUMsI_ToMeHa. Taxke KpoMme mepeadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MIepeAaBath (pailiibl.

OcCHOBHBIE COBETHI MO O€30IMacHOM padoTe ¢ IIESKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh mnpaBWIbHBIA MOYTOBBIM cepBHC. B uHTEpHETE €CTh
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSATH TEM,
KOr'0O 3HA€lIb U KTO MEPBBIM B PEUTHHTE;

2. He yka3biBail B TM4HOM nouTe JIUuHY0 uHpopMmanuto. Hanpumep, myurne
BbIOpaTh "My3bIKalbHbIA (haHaT@" wiam "pok2013" BmecTo "Temal3";



3. Hcnonb3yil NBYXSTalHYK aBTOPHU3ALMIO. OTO KOTrAAa MOMHUMO HapoJs
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 10 SMSS;

4. Be1bepu CIIOXKHBIN mapodib. /{5 KaXXI0ro MOYTOBOTO SIIUKA JOJKEH ObITh
CBOU HAJEKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ectb BO3MOXKHOCTH HalnucaTb CaMOMY CBOW JIMYHBIA BOIIPOC,
HCTIOJIB3YH 3TY BO3MOKHOCTB;

6. Hcnonp3yll HECKONBKO ITOYTOBBIX SIIMKOB. IlepBbId Uil 4YacTHOM
MIEPENNCKU C aApecaTaMy, KOTOPBIM Thl AOBEPSENIb. DTO JIEKTPOHHBIA aJpec HE
HaJI0 UCTIONB30BaTh P PETUCTPALUU Ha (hopyMax M cailTax;

7. He oTkpbiBail Qaitnbl U Apyrue BIOKEHUS B MUCbMaX, JaXXe €CIU OHU
OPUIUIM OT TBOMX JApy3el. Jlydile yTouHM y HMX, OTHOPABIISUIA JIU OHU TeOe ATH
(aiiibl;

8. ITlocne oxoHuyaHusi pabOTHl HAa IMOYTOBOM CEpPBHUCE IMeEpei] 3aKPhITHEM
BKJIQJIKU C CAaiTOM He 3a0yap HaxaTh Ha "BeidTn".

KubepOymiHr unu BUPTyaIbHOE U3/I€BATEIHLCTBO

KubepOymmuar -  mpeciienoBaHUE  COOOIICHUSIMU,  COJEPKAIIUMU
OCKOpOJIeHMS, arpeccHio, 3aIlyTMBAHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHHUE C TOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYILITUHTOM:

1. He Gpocaiicst B 60it. Jlyumuii crioco0: TOCOBETOBAThCS Kak ce0s BECTHU H,
€CJIM HET TOro, K KOMY MOXHO OOpaTUThCs, TO BHAuYaje YCIMOKOUThCA. Eciu Th
HaYHEeIlb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpOJICHMs, TO TOJIbKO elle OOJbIIe
pa3oiOKeIb KOH(IIUKT;

2. Yrpasisiit cBoel kubeppernyrauei;

3. AHOHUMHOCTH B ceTu MHHMas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4. He cToWT BeCTHM XyJWUTaHCKUU 00pa3 BUPTyalnbHOH >XH3HH. VIHTEpHET
dbuKcupyeT Bce TBOM JACHCTBHUS M COXpaHIET HMX. YJAIUTh MX OyIeT KpailHe
3aTPYJHUTEIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enunHuyHbli HeratuB. OIHOPa30BBIE OCKOPOHUTENbHbBIC
cooOmeHust Jydiie urHopupoBatb. OOBIYHO arpeccuss IpeKpamaeTcss Ha
HayvaJbHOM CTaJINH;

7. ban arpeccopa. B mporpamMmmax odMeHa MTHOBEHHBIMU COOOIIEHUSMH, B
COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTb OJIOKHPOBKH OTIPAaBKH COOOILIEHUN C
ONPENIEIICHHBIX aPECOB;

8. Eciu Th1 cBUAeTeNns KuOepOysummara. TBOU NEWCTBUS: BHICTYIHUTH IPOTUB
IpeciaeaoBaTens, MoKa3aTb €My, YTO €ro JEHCTBUS OLEHUBAIOTCA HETaTUBHO,
MOJJIepKaTh KEPTBY, KOTOPOW HY)KHA ICHUXOJIOTMYECKass IOMOIlb, COOOIIMTH
B3POCJIBIM O (paKTE€ arpeCCUBHOIO MOBEIECHHUS B CETH.

MoOuabHBIN TenehoH

CoBpeMeHHbIE CMapTQOHBI U MJIAHIIIETHI COAEPkKAT B C€O€ BIIOJHE B3POCIIBIN
(GyHKIMOHANI, W TENepb OHM MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU
KoMIbtoTepaMu. OHAKO, CPEACTB 3AIUTHI JIJIsl MOJOOHBIX YCTPOMCTB IMOKA OYEHb
Maio. TecTnpoBaHMEe W TOMCK YSI3BUMOCTEH B HHUX IIPOMCXOIWT HE TaK
MHTEHCUBHO, Kak 115 1K, To ke camoe kacaeTcsi 1 MOOUIIBHBIX MPUITOKEHH.



CoBpeMeHHbIE MOOWMJIbHBIE  Opay3epbl YK€ NPAKTUYECKH JOTHAJIU
HACTOJbHBIE aHAJIOTH, OJHAKO pacliupeHue ¢GyHKIMOHAIA BJIEYET 3a COo0ol
OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENN BBINYCKAIOT OOHOBIIEHHUSA, 3aKPBIBAIOLINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeledoHa:

Huuero He sBnsgercs no-HacTosimeMy OecruiaTHbIM. Byap ocTOpoOkeH, Bellb
Korja Ttede npeasiaraiorT OecrylaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, npexae uem otnpaButb SMS, ¢oro unu Bugeo. Trhl TOUHO 3HAEIIb,
r7ie OHU OYJIyT B KOHEUHOM UTOTE?

Heo0xon1mMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPaMMBbI AJ1s1 MOOUJIBHBIX TeJIe(OHOB;

He 3arpyxaii npuinoxeHusi OT HEM3BECTHOTO MCTOYHHMKA, BEb OHM MOTYT
coJiepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIIeYeHHE;

[locne Toro kak Thl BBIAJEUIL C CalTa, TJI€ BBOJAWI JIMYHYIO MH(MOpMAIHIO,
3aiiIM B HACTPOMKU Opay3epa u yaanu cookies;

[lepronuyecku mpoBepsii, Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMep MOOWJIBHOrO TenedoHa TOJBKO JIIOASM, KOTOPBIX ThI
3HACeIllb U KOMY JIOBEpSICIIb;

Bluetooth momxken ObITH BBIKIIOYEH, KOT/Aa Thl UM HE MoJyb3yemibea. He
3a0bIBail MHOT]a TPOBEPATH ITO.

Online urpsl

CoBpeMeHHBIE  OHJAWH-UTPBI - O3TO  KpacouyHble, 3aXBaTbIBAIOIIUE
pa3BiieyeHusi, OOBEAMHSIONIME COTHU THICSIY YEJIOBEK M0 BceMy MHpy. Mrpoku
UCCJIENYIOT NAaHHBI UM MHp, OOIIAIOTCS JAPYT C JAPYrOM, BBITIONHSIOT 3aJaHMUs,
CpakaloTCd C MOHCTpaMU W TOJYYalOT ONBIT. 32 YIOBOJIBCTBUE OHU IJIATAT:
MOKYTIAIOT JAUCK, OTUIAYMBAIOT a00OHEMEHT HJIM MIPUOOPETAIOT KAKUE-TO OIMIIUH.

Bce 3tH cpenctBa uAyT Ha NOAAEpKAaHUE U PA3BUTUE UTPBI, & TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (u(poBbIe 3aIUTATKU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoGHBIX Hrpax CTOMT oOmacaTbCsi HE CTOJBKO CBOUX COIEPHHUKOB,
CKOJIbKO Kpa)Xy TBOErO IMapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOpHU3AlUU
OOJBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30IIACHOCTH TBOET'O UTPOBOT'O AKKAYHTA!

1. Ecnu npyroii urpok Bener ceOs IUI0OXO WU CO3JaeT Tebe HEeMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. lloxanylics aJIMUHHCTPATOPAM HWIPbl HAa IUIOXOE€ IOBEACHHE 3TOTr0
UTPOKa, KEJIATEeNIbHO MPUJIOKUTh KAKUE-TO JOKa3aTeIbCTBA B BUAE CKPHUHOB;

3. He yka3piBaii muanayto nHQOpMaIUiO B Tpodaiisie urpsr;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeoduImaabHbIe TATYU U MOJIBI;

6. Mcnionb3yii CIOXKHBIE U pa3HbIE NapOJIH;

7. Jdaxe BO BpeMs WUIPbl HE CTOUT OTKIHOYATh aHTUBHpYC. [loka ThbI
Urpaelilb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.



OUIIUHT WIK Kpaka JIMYHBIX JaHHBIX

OObIYHOM KpaKkel JEeHeT W IOKYMEHTOB CETOJHS YK€ HUKOrO HE YJWBHIIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINUICHHUKA TEPEMECTHINCH B
WHTEPHET, U MPOJAO0IKAIOT 3aHUMATHCS ""MTIOOUMBIM" JI€JIOM.

Tak mosiBWJIach HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBA WX (DUILIUHT,
IJIaBHAs 1eJb KOTOPOTO COCTOMT B MOJYyYEHHH KOH(PUICHIUAIBHBIX JTAHHBIX
MoJIb30BaTeNIel - JTOrMHOB U maposeil. Ha anrnuiickom s3eike phishing yuraercs
kak ¢pummHr (o1 fishing - peiOHas noBs, password - mapob).

OcHOBHBIE COBETHI IO 00OpbOE C (PUITUHTOM:

1. Cnenn 3a cBouM akkayHTOM. Eciu Thl mojmo3peBaeiib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJMMO  3a0JIOKUpOBAaTb €€ U COOOIIUTh
aJIMUHHUCTPATOPaAM pecypca 00 ITOM Kak MOXKHO CKOPEE;

2. Ucnonw3yii 6e30nacHbie BeO-CalThl, B TOM YKCJIC, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHUCTEM;

3. Hcnonb3yil ClOXHBIE U pa3Hbie Maposii. Takum o0pa3oMm, eciu Tels
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TIOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Ecnm Tebs B3IOMaaM, TO HEOOXOAMMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBICHBI Y T€Os B APY3bsIX, O TOM, YTO T€OS B3JIOMaJH H,
BO3MOKHO, OT TBOET'O UMEHH OYJIET PacChIJIaThCS ClIaM U CChUIKM Ha (DPUIITMHTOBBIC
CalTBhI;

5. YcranoBu HaaexHbIM mapoiasb (PIN) Ha MoOOMIBHBIN TenedoH;

6. OTKITIIOYM coXpaHEeHue mapoJs B Opaysepe;

7. He oTkpbiBail ¢aiiiabl U Apyrue BIOKEHUS B MHChMaxX, JAa)e €CIM OHH
NPUIIUTH OT TBOMX JApy3ei. Jlydille yTouHM y HHUX, OTHPABISUIA JIU OHH TeOe ATH
(babI.

Hudposas penyrarus

[Hudposas penytamnmsi - 3TO HEraTUBHAsA WX MO3UTUBHAas WHGOpMAIUS B
cetu o Tebe. Kommpomerupyromas uHpoOpMaius, pa3MelieHHas B HWHTEpHETE,
MOXKET Cepbe3HbIM 00pa30oM OTPa3UThCS Ha TBOEW peanbHOM km3HU. "lludposas
pernyTaiusa" - 3T0 TBOM UMUK, KOTOPBIK (opMupyercs u3 uHbopmaiuu o Tedbe B
HUHTEpHETE.

TBoe MecTo KHUTENbCTBA, Y4eObl, TBO€ (MHAHCOBOE IIOJIOKCHHE,
0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K MYyONHMKAllUd JTHYHON
nHpopmanuu B MHTEepHETE, HE MOHUMAas BO3MOXKHBIX IMOCHEACTBUN. ThI make HE
CMOJKEIIb J0TajaThCsl 0 TOM, 4TO doTorpadus, pa3MelieHHas 5 JIeT Ha3ajl, cTaia
MPUYUHON OTKa3a MPUHSATH TeOsl Ha padoTy.

KommenTtapuu, pasmenienrne TBoux Gororpadwuii u apyrue AeiHCTBUS MOTYT
HE HCYE3HYTh Jlake€ IMOCJE TOro, Kak Thl WX YJadullb. Thl HE 3HaEUlb, KTO
COXpaHWUJ J3Ty HUHQOpMalMI0, TMonajga JIM OHA B TOHCKOBBIE CHUCTEMBl U
COXpaHWUJIaCh JM OHA, a TJABHOE: YTO MOAYMAIOT O TeO€ OKpYyXKalollHhe JIIOIH,
KOTOpbIe HAaWAyT U yBUIAT 3To. HaliTu uHpOpManuio MHOTO JIET CIYCTSI CMOXET
M000H - Kak U3 J00pbIX NOOYXKACHUM, TAK U C HAMEPEHUEM NMPUYUHUTD Bped. ITO
MOET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HUPPOBOI pemyTaLNU:



1. ITogymaii, mpexxe yeM 4To-To MyOIMKOBaTh U NepeaaBaTh y ce0s B Ojore
WA B COLMAJILHOM CETH,

2. B Hactpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] Ha IPOCMOTP TBOETO
npoduIsl U €ro COJIEPKUMOTro, cliesiail ero ToJabko "mist Apy3eit'”;

3. He pa3memiaii u He yka3blBail HHPOpPMALHIO, KOTOpasi MOXKET KOro-irudo
OCKOPOJIATH WIJIK OOMKATh.

ABTOpPCKOE MpPaBo

CoBpeMeHHbIE IIKOJIBHUKA - aKTHUBHBIE TIOJb30BaTENM LHUPPOBOTO
npoctpaHcTBa. OJHAKO JaleKko HE BCE 3HAIOT, 4YTO IOJIb30BAHUE MHOTHMHU
BO3MOXHOCTSIMU  Lu(ppoBoro Mupa TpeOyeT  coOJoJieHHs MpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTEMIEKTyalbHAsi COOCTBEHHOCTH"' OTHOCHUTCA K Pa3JIMYHBIM
TBOPEHMSIM YEJIOBEUYECKOTO yMa, HauyMHAsg C HOBBIX H300pPETEHHH W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HA MPOJYKTHl M YCIYTH, U 3aKaHYMBasi KHUTaMH,
dororpadusimu, KUHODUIBMAMU U MY3bIKaJIbHBIMU IPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa - ATO MpaBa HAa MHTEJUIEKTYaJlbHYI0O COOCTBEHHOCTh Ha
NPOU3BEICHUS HAYKH, JINTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUICKTYaJIbHBINA/TBOPUYECKUN TpPyA aBTOpa HE
OyJeT HampacHbIM, JacT €My CIpaBeIJMBbIe BO3MOXXHOCTH 3apaboTaTth Ha
pe3ysbTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3Hanue. Hukro 0e3
paspemnieHus aBTopa HE  MOXET BOCHPOU3BOJIUTH €ro  MPOU3BEICHUE,
pacupoCcTpaHsITh, MNYOIMYHO JEMOHCTPUPOBATh, NPOJABaTh, HMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJWYHO HMCIOIHATH, MOKA3bIBATH/UCIONHATh B dUpE WIH
pa3meniath B IHTEpHETE.

Hcnons3oBanne "muparckoro" MPOrpaMMHOTO  OOECIIEUCHHS  MOXKET
OPUBECTH K MHOTMM pHUCKaM: OT NOTEpU JaHHBIX K TBOUM akKKayHTaMm Ji0
OJIOKUPOBKU TBOETO YCTPOWCTBA, IJie YCTAHOBJICHA HeJerainbHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIETANbHBIC U OECIUIaTHBIE MPOTPaAMMBI,
KOTOPBIE MOYKHO HAWTH B CETH.

O noprane

CereBuuoK.pd - TBOU TJIaBHBIA COBETUMK B CETH. 37E€Ch Thl MOXKEIIIb y3HATh
0 0€30MacCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, @ MPU BO3HUKHOBEHHUH
KPUTHYECKON CHUTyallud OOPAaTUTHCS 3a COBETOM. A TakKe NPUHATH ydacTue B
KOHKYpCax U CTaTh CaMbIM IIU(PPOBBIM IPaKIaHUHOM !



